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1.0 [bookmark: _GoBack]Purpose: 

This procedure describes the activities to be carried out on relevant administrative processes to address the organization, management and control of data and information saved or being accessed on electronic or manual systems to ensure data integrity.

2.0 Scope:

This procedure applies to all manual and electronic data and metadata generated in the laboratory.

3.0 Responsibility:

3.1 The analyst is responsible for data generation and transfer where applicable.
3.2 The head of unit/Supervisor is responsible for ensuring ALCOA.
3.3 The assigned IT Officer is responsible for implementation of all related activities in this procedure.
3.4 QA Manager is responsible for periodic audit, supervision and management of the processes outlined in this procedure to achieve necessary compliance.
3.5 The Head of Laboratory is responsible for ensuring adherence to this procedure

4.0 References:

 4.1:  WHO-Annex 5 Guidance TRS 996 Geneva 2018
 4.2: USFDA Guidance for industry Part 11 –Electronic Records, Electronic Signatures, Scope and Application office of Compliance CDER Aug. 2003
 4.3: MHRA- ‘GXP” GMP Data Integrity definitions and Guidance for industry March 2018.
 4.4: EUDRALEX Vol. 4 GMP Annex11 Computerized Systems Brussels June 2011
4.5    PIC/S- Draft PIC/S Good Practices for Data Management and Integrity in Regulated GMP/GDP environment 2016.

5.0 Materials & Equipment:

All applicable materials and equipment

6.0 Definitions/Abbreviations:

         A - Attributable to the person generating the data
         L – Legible and permanent
         C – Contemporaneous
         O – Original record (or ‘true copy’)
         A - Accurate
 
  6.1 Data- Information derived or obtained from raw data (e.g. a reported analytical result).
   6.2 Raw Data-Original records and documentation, retained in the format in which they were originally generated (i.e. paper or electronic), or as a ‘true copy’. Raw data must be contemporaneously and accurately recorded by permanent means. In the case of basic electronic equipment which does not store electronic data, or provides only a printed data output (e.g. balance or pH meter), the printout constitutes the raw data.
   6.3 Metadata -Metadata is data that describe the attributes of other data, and provide context and meaning. Typically, these are data that describe the structure, data elements, interrelationships and other characteristics of data. It also permits data to be attributable to an individual
   6.4 Data Integrity -The extent to which all data are complete, consistent and                               accurate throughout the data lifecycle.
   6.5 Data Life Cycle -All phases in the life of the data (including raw data) from                                  initial generation and recording through processing (including transformation or migration), use, data retention, archive / retrieval and destruction.
  6.6 Audit Trail –Is a form of metadata that contains information associations with actions that relate to the creation, modification or deletion GXP records. An audit trail provides for secure recording of life cycle details such as creation, additions, deletions or alterations of information in a record either paper or electronic without obscuring or overwriting the original document. (WHO)
  6.7 Audit Trail – A secure computer generated time stamped electronic record that allows for reconstruction of the course of events relating to the creation, modification or deletion of an electronic record. An audit trail is a chronology of the “WHO, WHAT, WHEN & WHY “of a record. (USFDA).
6.8 Back-up -A true copy of the original data that is maintained securely though out the record retention period. The back-up file should contain the data (which includes associated metadata) and should be in the original format or in a format compatible with the original format. (USFDA)
6.9 Back-up – A copy of one or more electronic files created as an alternative in case the original data or system are lost or become unusable. Back-up differs from archival in that the back-up copies of electronic records are typically only temporary stored for the purposes of disaster recovery and may be periodically overwritten such back-up copies should not be relied upon as an archival mechanism. (WHO)
         
7.0 Procedures:

Data and Information Policy:
All laboratory data and information must be stored, managed and control in such a way as to guaranty retention of its integrity in a secure manner that will ensure only authorised personnel have access at assigned level.
A. General Procedure
1. The assigned IT Officer with support of Unit Heads to develop the list of all personnel that are to have access rights/privileges to computers and server system in their respective units for the laboratory.
1. The list is maintained periodically following engagement or disengagement of any personnel identified for usage of the computer: it should be approved by the Head of Laboratory and Quality Assurance Manager  
1. Once approved, the list of all computer system within the laboratory is compiled with identification of location and personnel with administrative rights. 
1. The job description of identified officers shall indicate their access level to the data and information system.  
1. The computer systems are segregated into 3 categories viz:
4. System to be connected to the central server system
4. System that are connected to the analytical instrument			
4. Stand-alone system e.g. official laptops 
1. Once approved, the personnel are given personalised user log access on all the computer systems within their unit as assigned to them based on approval.
1. The IT Officer, QA Manager shall be set up on all computers for server access with Administrator’s right.
1. The concerned Unit Head and QA manager shall be set up as Administrators on all analytical instrument computer system.
1. The Super Users shall have the administrative right for electronic system
1. Password to the Server and electronic system shall be programed to be strong, :
9. Password should not be less than 8 characters
9.  Password should contain Alphanumeric characters
1. All passwords once entered should be set to expire within 6 months for computer and program accesses.
1. QA team Manager should challenge the password system once a month and develop report on same.
1. The access right of any officer leaving the laboratory shall be disabled at the end of the last working day of such individual.
1. The system should not grant access to external devices including but not limited to the following; USB/Pen drives, CD ROM, Mobile Phones and other electronic devices.
1. Automatic updates on the computer systems should not be allowed (forbidden). There should be a procedure for updates approved by the system administrator and the head of laboratory.
1. All computer systems should be validated to ensure that the system is fit for purpose. The goal of validation of regulated computerized systems is to ensure that the system functions reliably in the operational environment in which it is used, that users understand how to properly use the system and manage its data, and the data generated is trustworthy and reliable and properly maintained throughout the records retention period defined by applicable regulations.

Data and Information Back-ups:

1. All data on computers not attached to the server should be backed up into designated external drive at the end of every week.
2. The external drive is immediately backed up on the server.
3. All data and information residing in the server should be backed up on a weekly basis into a designated external hard drive precisely at the end of working hour of the week.
4. The backed-up information should be transferred into the cloud account created for the laboratory.
5. The back-up external hard drive should be stored securely in the fire proof cabinet in a different location from the laboratory and access restricted. 
6. Retrieval can be done only by designated officers approved by the Head of Laboratory.
7. The device should not be taken out of the approved storage area without prior written approval from the QA Manager and the HOL

NOTE:

	· No trial injections with test samples.  Trial injections that must contain the product matrix are acceptable only if sample is prepared using a placebo, an expired retain or test sample that has been qualified for this purpose. 
· Trial injections, when used, need to be labelled, documented and reviewed with other data including sample preparation data.
· Trial injections are for the purposes of system equilibration checks only and therefore the number of injections without an explanation should be limited. 
· All chromatographic runs and injections shall be accounted for and documented.
· Chromatographic runs must be processed.  No abandoned/aborted runs or methods unless justification is provided and documented.
· Second level review needs to include review of the audit trail and electronic data and meta data.
· Rationale, actions and decisions need to be captured in the documentation and system (analyst’s and supervisor’s) and attributable to individuals (ALCOA).
· In hybrid environments, review of printouts and sign-off of notebooks and print outs means that the electronic data has been reviewed as well
· Raw data is the electronic data not the print out.
· Any reprocessing of results and any manual integration is proper, justified and documented.
· Audit trails and time stamps cannot be altered.
· Appropriate segregation of duties, system roles, unique passwords per individual.
· Copying or deletion of injections is not possible.  Renaming of injections is permitted provided justification is documented.
· There are no “System Admin” rights within the chain of command of the laboratory (people responsible for acquiring, reviewing and accepting data)
· After data is accepted and reported it must be secured to prevent alteration through technology or procedural controls.
· All out of specification data needs to be documented and investigated.
· If several results are generated as a result of an OOS investigation, all retest final reportable results must be captured in the CoA.  
· Reporting only an average is not allowed.
· All tests and associated documentation are to be Attributable, Legible, Contemporaneous, Original and Accurate (ALCOA) to personnel involved in the activity.
· Inventory of lab equipment and computer systems is available along with qualification and validation packages.
· All instruments and systems have logs and are under change control.  In addition to being investigated per applicable OOS procedures, any OOS attributed to equipment needs to be documented in the equipment/instrument log book or other tracking methods for traceability and cause trending purposes. 

8.0 Limitations:

	Key Limitations
	Consequences
	Control Measures

	
	
	




9.0   Associated Forms;
        Annexure 1- List of Personnel with access rights 
        Annexure 2- Inventory of the computerized Systems in use.

	


INVENTORY OF COMPUTERIZED SYSTEMS  

(Insert other fields into table as necessary; it may be beneficial to manage the inventory in a query able database or spreadsheet rather than in a MS Word table)

	
Computerized Systems in Use [insert Date]


	Sys
Abbr
	Software Name
	Version #
	Vendor / Developer

	System Business Owner
& System Admin.
	System Description and Intended Use(s)
	System Type 
	Location
	Risk Level High
Medium
Low
	Control Strategy and Status
(e.g., VSR # and Approval Date)


	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	






10.0   Appendices


 	A1: 	Distribution Record: 

A2:	Change/Revision history:
	
	Rev. No.
	Effective date
	Page No.
	Reason for Change
	Description of Change

	
	
	
	
	



		A3:	List of Identified Officers to be trained on this SOP;
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